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ABSTRACT

Liability for the design, manufacture or sale of defective products, and for failure to warn consumers of the dangers inherent in products, is a well-established part of tort law.  Compensating victims who are injured by defective products satisfies societal goals of victim compensation, accountability and deterrence. Security software products would seem to be perfect examples of applicability of tort liability, since organizations and individuals rely on such products to protect themselves from injury. However, because tort liability treats personal injuries, property injuries and purely economic injuries differently, software product manufacturers are avoiding liability for some injuries caused by their defective products by using contractual clauses in purchase contracts and licenses that disclaim liability. Because of the importance of security software products in protecting the safety of individuals, organizations, and the nation, tort reform to make liability for security software product defects universal is essential. 
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1.  INTRODUCTION
Tort liability for injuries caused by defective products satisfies several goals of modern society:

· Victims and their families should be compensated for injuries caused by defective products.

· Risk should be shifted from the consumer to the designer, manufacturer or seller if the dangerousness of a product is not reflected in the price, especially where the risk distribution benefits of the shift outweigh detriments. 

· The manufacture, sale and marketing of unsafe products should be deterred.

Assessing liability when products cause injury promotes the goal of accountability. Modern views favor the consequences of strict tort liability as it has evolved as a consumer remedy for injury replacing outmoded restrictions based on privity of contract, notice of breach, and other contractual limitations of liability. [1] Justice Traynor, concurring in Escola v. Coca Cola Bottling Company of Fresno (Cal. 1944), states, “Even if there is no negligence, … public policy demands that responsibility be fixed wherever it will most effectively reduce the hazards to life and health inherent in defective products that reach the market.” [2]

Justice Traynor goes on to enumerate the rationales for strict liability: 

· “It is evident that the manufacturer can anticipate some hazards and guard against the recurrence of others, as the public cannot. …

· “The cost of an injury and the loss of time or health may be an overwhelming misfortune to the person injured, and a needless one, for the risk of injury can be insured by the manufacturer and distributed among the public as a cost of doing business. 

· “It is to the public interest to discourage the marketing of products having defects that are a menace to the public. 

· “If such products nevertheless find their way into the market it is to the public interest to place the responsibility for whatever injury they may cause upon the manufacturer, who, even if he is not negligent in the manufacture of the product, is responsible for its reaching the market. 

· “However intermittently such injuries may occur and however haphazardly they may strike, the risk of their occurrence is a constant risk and a general one. Against such a risk there should be general and constant protection and the manufacturer is best situated to afford such protection.” [3]

Unfortunately, the courts have not evenly applied these concepts of tort liability. Usually, the courts have applied strict liability where the consumer suffers personal injury by a defective product. The cases are less clear when the damage is to property, and when the damages are purely economic, involving no physical damage to persons or property, [4] the courts often accept and enforce contractual disclaimers of liability by designers, manufactures and sellers of defective products in sales contracts or licenses. Because the courts recognize the validity of such restrictions, [5] even in shrink-wrap or click-through contracts, manufacturers and sellers of software products have little incentive to work hard to ensure that their programs are bug-free. On the contrary, they are incentivized to load their licenses with as many disclaimers as possible.

2.  SECURITY SOFTWARE PRODUCTS
Computers pervade the modern world. Computers enable the creation, storage, processing and communication of valuable property in the form of information assets. Computerized control systems manage banks, factories, retail inventories, air traffic control, hospitals, schools, corporations, and government organizations. Computers and their software programs are embedded in our cars, boats, trains and planes, in tools, equipment, and machinery, in telecommunications systems and public switched networks, even in our bodies.  Consequently, software products play an integral role in every aspect of our lives, and, when they are not reliable, pose a danger to people, to tangible and intangible property, and to our economic security as individuals and as a nation.

Some software products are specifically designed to enhance security.  Such products are supposed to protect our property and us, to detect intrusions by outsiders or abuses of privilege by insiders, and to facilitate rapid and effective response that minimizes damage and promotes rapid recovery to operational readiness. They include access control systems, anti-malicious code detection and eradication programs, intrusion detection systems, backup systems and beta sites, and a host of other security applications and utilities. The failures of such programs and systems represent especially grave dangers because, in part, of the trust we place in them to ensure our security and the security of the nation’s critical infrastructures.

Despite these concerns, or perhaps because of them, manufacturers and sellers insist that sales orders and licenses contain disclaimer clauses that absolve them from liability for defects. [6] Such clauses are likely to be ineffective in actions for strict tort liability where there is personal injury as a result of failure of the software product, such as might flow from failure of the air traffic control system or the 911 emergency response capabilities of the public switched networks. They are more likely to be effective where there is physical injury to property, and most likely to be enforced by the courts when physical damage to persons or property cannot be shown and damages are purely economic in nature.

3. POLICY CONCERNS

As a practical matter, consumers cannot create their own security software to avoid having to purchase commercial products. Nor is the consumer in the best position to thoroughly test security software products. It is entirely reasonable for the consumer to rely upon the expertise of those who provide such products in ensuring their reliability. Thus, warrant of fitness for a particular purpose provides an attractive basis for assessing strict liability. [7] 

Absent legislative tort reform, the courts must build on time-tested theories of warranty of fitness, misrepresentation, abnormal danger, negligence, fraud, lack of clarity and unconscionability to find liability for all security product failures. The doctrine of unconscionability has been widely applied where the parties to a contract with disclaimers are significantly unequal in bargaining power, as is certainly the case with security software products. Where safety is not an issue, courts are more likely to recognize disclaimers. [8] Where safety is an issue, courts have invalidated disclaimers. [9] Safety is, of course, the raison d’etre of security software products.

Designers, manufacturers and sellers of security software will argue that software products are complex and that it is impossible, or at least impractical, and prohibitively expensive to eliminate all bugs. They will assert that assessing liability for negligence in a software products context would expose manufacturers and sellers to “damages of unknown and unlimited scope.” [10] But recovery in product liability, whether in tort or warranty, is usually limited to foreseeable damages, so this argument is unconvincing. Most egregious are licenses that disclaim liability for defects that are known to exist at the time of manufacture or sale, such as buffer overflows, for example.

4.  CONCLUSIONS

Safety is the sine qua non of security software products. Because of the importance of using such products to protect the critical infrastructures upon which our organizations, the nation and we depend for economic security, legislation to extent strict liability for all defects in security software is desirable. Absent such legislation, courts can find disclaimers of liability for product failures to be unconscionable based on the inequality in bargaining power between providers of security software products and consumers who have no choice to rely on them. The courts can combine policies of safety promotion and unconscionability to provide a convincing rationale for invalidating disclaimers of liability, and which rationally allocate responsibility to parties most able to ensure the reliability of security software products.
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