
Institutional and Professional Liability 
in Information Assurance Education

Julie J. C. H. Ryan, D.Sc.

Department of Engineering Management and System Engineering  

The George Washington University

jjchryan@seas.gwu.edu

Daniel J. Ryan, J. D.

Department of Engineering Management and System Engineering  

The George Washington University

danjryan@gwu.edu
Abstract

We cannot teach students to defend information infrastructures without teaching them how to attack such infrastructures either in theory or in practice.  Sooner or later, even if due diligence is exercised in choosing whom to teach and what to teach them, some student will abuse the information and techniques we have taught them. Those harmed when such an abuse occurs may seek redress by seeking to impose liability on the institutions and professors who taught the student the skills and perhaps provided the tools used to commit the harm.  Clearly we have a responsibility to teach our students ethical and legal constraints that apply to their uses of the knowledge we impart.  Regarding hazardous activities, we also have a duty to ensure they understand the societal expectations regarding even such activities that we do not teach them.  We also have a responsibility to protect professors and institutions from legal liability by creating and implementing policies, practices and procedures and applying technologies designed to abate the risk of such liabilities. In this paper we address the potential for such liabilities, then we describe a framework that can be used limit the exposure to litigation risk that follows from teaching courses in Information Assurance.  

Introduction

In any sufficiently large group of human beings, a few will exhibit an unfortunate willingness to engage in antisocial behavior. An even smaller, but still positive, number will engage in proscribed unethical or illegal activities. Since we have now raised a generation that is computer-literate and comfortable living and interacting with others on-line, inevitably we find that antisocial and criminal behavior have appeared in cyberspace. Hackers, crackers, spies and thieves wander the information superhighway, working their mischief and occasionally wrecking havoc.  

The law trails technology in the speed of its development.  That an entire generation has grown up with new technologies that are being used for innovative social interactions is complicated by three elements: the ignorance of many parents and school teachers of the potential for misbehavior in this new social dimension, the consequent lack of clear guidance of what constitutes acceptable and non-acceptable behavior on-line, and a popular “hacker ethic” that sails under the rubric “information wants to be free.”  These factors contribute to a greater probability of unethical or illegal activities occurring in cyberspace.

To counter the threat posed by antisocial and criminal elements, educational institutions and training fora are creating a cadre of professionals skilled in information assurance – the art and science of protecting the integrity, availability and privacy of valuable information assets and systems. Training programs in information assurance for IT professionals are widely available, and colleges and universities have developed curricula for educating students in the mathematics, computer science, engineering and management skills required for information assurance. Such programs and curricula often rely on the ready availability of useful tools ranging from scripting languages to programs and systems for cryptography, access control, firewalling, malicious code detection, intrusion detection, trusted networking, forensic analysis and a host of other relevant and valuable functions.

As the number of professionals trained and educated in the field of information assurance grows, so does the likelihood that some of those professionals will abuse the skills they have been taught and the tools they have been taught to use, and will attack rather than defend information infrastructures. Those who suffer loss or damage as a result will seek redress. In the ensuing litigation, it is possible – even likely – that they will try to hold accountable those institutions and teachers who provided the skills and perhaps the tools that were used to harm them, arguing that but for the training and education that enabled the attack, they would have suffered no damage or less damage. The professors and institutions that teach information assurance should, accordingly, take steps to lessen the risk of liability posed by such litigation. Appropriate policies, practices and procedures, together with information assurance technologies, can help abate this risk.

As with all policies, four things are required to make a policy effective: first, there must be a carefully crafted and clear statement of the policy, ideally in writing. Second, the policy must be promulgated – a policy that is created and placed on the shelf rather than distributed to those to whom it applies is ineffective, practically and legally. Best practice would have those to whom the policy applies read it and sign a statement to the effect that they have read and understood the policy. This signed statement can latter be used in court, if necessary. Third, there must be a process for detecting whether or not the policy is being followed, for a policy that the organization or institution does not seek to enforce is ineffective. Finally, there must be sanctions for violations of the policy, and those sanctions must be applied when violations are detected.

At The George Washington University, students entering Certificate, Masters or Doctoral programs in information assurance management are given a copy of the Code of Conduct comprising GWU’s policy requiring ethical behavior on their first night of classes. The policy begins:

Welcome to the Program!

This marks the beginning of your journey through the classes that make up The George Washington University’s Program in Information Security Management.  During the coming months, you will learn how to manage the security of systems and networks and the professionals that operate them. You will be taught by experts who actually practice information security in their day-to-day careers and then come to class to share their knowledge of this important, complex field. You will research the state of the art in security technology, and to explore best practices in policies, practices and procedures used to create balanced, cost-effective security programs for IT infrastructures.  When you have completed the program, you will understand the processes and technologies that make information security possible, and the failures and vulnerabilities that hackers, crackers, spies and thieves use to attack information assets and systems.

This knowledge engenders a great deal of responsibility that we at GWU take very seriously, and which we expect our students to take equally seriously.  This document outlines those responsibilities and expectations.

The basic policy statement follows:

GWU's policy is to provide outstanding education in information security and to teach students how to provide excellent service to their employers and clients in an honorable manner.  Following the guidelines set forth in this code of conduct and the application of sound judgment will ensure the success of our mission and the continuing prosperity of the University and its programs. New students will read this Code of Conduct and sign the attached Student Certification and Agreement. The Student Certification and Agreement will be retained by GWU for a period of not less than five (5) years following the student’s graduation or otherwise leaving the Program.
The remaining provisions of the GWU Code of Conduct will be used to illustrate specific issues and recommendations regarding institution and professor liability in teaching information assurance.

Institution and Professor Liability

Torts are legal wrongs not arising out of contracts that result in personal injury or property damage. Liability follows a breach of duty. The duty required of educational institutions and their professors flows from legislation, regulations, and the common law. Colleges and universities, and professors as well, can be found liable for their acts or omissions where such acts or omissions are negligent. Liability for negligence requires that there be a standard of care, a breach of the duty to exercise care at least to the standard, injury, and a causal connection between the breach and the injury. Plaintiffs – those bringing suit – usually seek to recover monetary awards from the school or the teacher. The awards may include compensatory and punitive damages. Plaintiffs who sue for negligence must prove that university personnel should have foreseen and prevented the injury through exercise of due care.

Historically, most tort cases against schools and teachers are based on pupil injuries, defamation of character, or educational malpractice.
 “Most cases alleged that students had been harmed as a result of the action or inaction of a school district and several of its employees. . . . Some cases were settled out of court, in some a jury decided in favor of the defendant, and in some a jury decided in favor of the plaintiff.”
  Teachers have a clear duty to anticipate dangers and take reasonable precautions to protect their student charges from injury.
 This duty includes responsibility for adequate supervision, for proper maintenance of equipment and facilities, and for enhanced supervision of high-risk activities. The duty to anticipate dangers and take reasonable precautions extends beyond a duty to students to include third parties that are foreseeable victims, for example in cases where third parties are injured by student drivers.

Responsibilities of students, teachers and administrators should be spelled out in the policy. At GWU, the following statements are used in the Code of Conduct for the information assurance management program:

General responsibilities for all Certificate students

All students enrolled in the Information Security Management Program are expected to conduct their activities in a manner that satisfies the highest of ethical standards.  Each student must:

· Conduct activities in accordance with high ethical and moral standards

· Conduct all activities in accordance with the academic integrity standards posted on the GWU web site

· Be aware of, and abide by, the laws of the United States, the individual States, foreign countries and other jurisdictions in which the student may conduct studies, projects, research or other activities

· Adhere to the spirit of the law as well as its substance

· Always act with personal integrity based on principles of sound judgment

· Neither condone nor ignore any illegal or unethical acts for any reason

Faculty Responsibilities

Each faculty member is responsible for assuring that every student under his/her direction is familiar with this Code of Conduct and understands its importance to GWU's success.  

GWU's responsibilities

GWU is responsible for insuring that all students enrolled in the Information Security Management Program are aware of and understand this Code of Conduct.  GWU is responsible for creating an educational environment in which this Code of Conduct may be successfully implemented.  GWU will ensure that all students receive, as part of the Program, education, training and awareness regarding ethical issues, policies, practices and procedures, and will insure the availability of support and guidance to any student who seeks them.

Potential Problems in Information Security Education

Students in information assurance programs are exposed to techniques and technologies that can be used to attack valuable information assets and systems. Trusting them with this information requires an uncompromising commitment to satisfying the highest moral and ethical standards. The institution is responsible for insuring that all students enrolled in the information assurance programs are aware of and understand this requirement, and for creating an educational environment that facilitates satisfaction of this requirement.  Further, as pointed out above, teachers have a clear duty to anticipate dangers and take precautions.  This includes ALL potential dangers, not merely the physical ones.  We must ensure that all students receive as part of our programs education, training and awareness regarding ethical and legal issues, policies, practices and procedures, and that we ensure the availability of support and guidance to any student who seeks them.

We expect our students to obey all laws, of course, but we must expect more: that they will demonstrate sound ethics, honesty and fairness in both their educational and non-educational (vocational and personal) activities. Students must use sound judgment in applying the skills and technologies to which we expose them. Sound judgment means, among other things, that the student should consider whether family, friends, colleagues would view his/her conduct with approval and the community at large were the activity to be disclosed.

At GWU, these issues are address in the Code of Conduct as follows:


[Information assurance] students are trusted with access to the practices, procedures and technologies used to attack and protect valuable information assets and systems.  This trust requires an uncompromising commitment to satisfying the highest moral and ethical standards.  Adherence to all laws, rules and regulations applicable to the field and practice of information security is critical.  Maintaining The George Washington University’s unique position in the field of information security education, however, requires more than simple obedience to the law.  Our faculty, as well as those who employ our graduates, expects that professionals trained by GWU will demonstrate sound ethics, honesty and fairness in providing security products and services.


This code of conduct sets forth basic standards to guide the behavior of students enrolled in the Information Security Management Program.  It attempts to provide comprehensive guidance with regard to dealings under the law with the University, on behalf of the University, with fellow students and on the student’s own behalf.  GWU expects each student to assume a sense of personal responsibility for assuring the compliance of his or her own behavior and those of their fellow students. The Code of Conduct represents a “zero tolerance” policy. Failure to behave in accordance with this policy will result in dismissal from the Program and not receiving GWU’s Certificate in Information Security Management or a degree with a concentration in information security management. No second chances are allowed. In recognition of the sensitive nature of the subject matter with which students are entrusted, this policy is stricter than the usual standards of academic integrity to which all students are subject.


GWU understands that this code must be flexible enough to deal with hundreds of different daily activities in addition to future academic and business issues.  Toward that end, GWU expects each student to use sound judgment in the performance of his/her studies.  Sound judgment means, among other things, that the student should consider whether his/her conduct would be viewed with approval by family, friends, colleagues and the community at large were the activity to be disclosed. Students should read this code carefully, and then execute the attached form to certify that they have done so and to acknowledge a commitment to follow its terms.  

These expectations can be disappointed in a variety of ways. Student activities are governed by federal and State laws that criminalize hacking and exceeding authorized access, as well as illicit interception of communications, and are obvious areas for potential problems. Students may be held personally responsible for violating those laws, and be subjected to monetary penalties or even imprisonment if convicted. Civil penalties such as fines or regulatory sanctions may be applied in non-criminal cases. 

In the GWU Code of Conduct, students are advised:


GWU students are responsible for behaving according to the highest standards of ethical conduct, for conducting themselves in conformance with all laws of the United States and other jurisdictions in which they may find themselves, and for exercising due diligence in the conduct of the studies and projects that comprise their education. The highest ethical standards are essential to the success of GWU's Program in Information Security Management Program.  In addition, having high ethics values in the Program creates an environment of trust, consideration for colleagues, and a sense of responsible behavior that enhances GWU's academic environment and the value of the Program.


Students should be aware that they may be held personally liable for any improper or illegal acts committed during the course of their education, and that "ignorance of the law" is not a defense.  Students may be subject to civil penalties, such as fines, or regulatory sanctions, including suspension or expulsion.  Potential penalties for illegal acts under federal sentencing guidelines are severe and may include imprisonment and substantial monetary fines.  Existing federal and state laws, as well as the laws of foreign jurisdictions, may impose civil money penalties, permit the issuance of cease and desist orders, or have other consequences.  


Students who are uncertain about the laws of a particular jurisdiction or whether certain acts or practices comply with the law should contact their professor or Professors Daniel or Julie Ryan.  Students who become aware of any violations of the law or questionable practices by a fellow student should also contact their professor or Professors Daniel or Julie Ryan immediately.  Disclosure of questionable or improper conduct to faculty members who can take appropriate action is critical to GWU's success.  All such communications will be investigated fully.  Moreover, retribution against students who report ethics complaints or student misconduct will not be tolerated and is itself a violation of GWU's ethical standards.

Sanctions by the university for violations of the institution’s academic integrity code my include failure of assignments or courses, or expulsion. The inevitable expulsion for the information security program that follows an academic integrity violation may actually be the least onerous sanction facing a student violator, if criminal or civil litigation follows.Academic integrity violations are addressed in the GWU Code of Conduct as follows:


This is a graduate program. Students are assumed to have learned how to prepare academic papers in their earlier studies, including how to reference works used in preparation of their papers and presentations. 


Projects must conform to standard academic format as specified in A Manual For Writers of Term Papers, Theses, and Dissertations by Kate L. Turabian, Sixth Edition. ISBN 0-226-81627-3. Points will be subtracted for format errors. Points will also be subtracted for spelling and grammatical errors.  Use of proper grammar and correct spelling ensures that your points will be both understood and correctly interpreted by all readers, and excellence in communications skills are important for success in your career after obtaining your Certificate.


If you use or refer to other people's work, including electronically published data or documents, please be sure to cite the reference correctly and completely. Plagiarism in any form will not be tolerated. Please check your work carefully.  Turabian contains complete guidance on how to correctly reference all forms of material.

Students may be exposed, both in the classroom and in doing projects, to sensitive or confidential information, the improper disclosure of which can be illegal or unethical. 


Successful relationships with our students and the firms that sponsor them are founded on trust in GWU's commitment to maintain the confidentiality of information entrusted to the University through our students.  Students enrolled in the Information Security Management Program are frequently required to deal with sensitive information. Every student must exercise care in handling confidential information concerning the University and its programs, sponsoring firms, or other organizations with which he or she comes into contact in the course of academic activities.  Handling sensitive information in a highly professional manner promotes our reputation for integrity, thereby enhancing relationships with the University, sponsors and other organizations.  Every student is expected to be familiar with and to comply with the policies, practices, procedures and standards of care contained in this Code of Conduct as well as the Academic Integrity policies of the University.


As a general rule, students should exercise the utmost care with confidential information in order to avoid violations of legal or ethical constraints.  When in doubt, students should assume that information is confidential and therefore subject to this high standard of care.


Students must particularly exercise caution when discussing sensitive information outside the classroom.  For example, special care should be taken in elevators, when speaking on cellular telephones, with facsimile transmissions, while at social gatherings and in other public places to insure that casual conversation or inadvertent displays of written material do not lead to the disclosure of such information.  Within GWU, students should be cautious in conversations to avoid any dissemination of nonpublic information to people who do not have a "need to know."  

Because they deal directly or indirectly with outside firms and organizations, students may be exposed to trade secrets and other proprietary information that could be used by the student in developing or applying investment strategies. Trading in stocks, bonds or other securities on the basis of material non-public information to which they are exposed in the course of educational activities may be illegal insider trading. 

At GWU, IA students are advised:

Students enrolled in the Information Security Management Program who are assigned to deal directly with outside firms and organizations in the course of projects will occasionally be exposed to proprietary or confidential information that could be used in developing or applying investment strategies.  Students are cautioned not to engage in securities trading that might result in the appearance of impropriety. Students are strictly prohibited from trading stocks, bonds or other securities on the basis of material nonpublic information to which they are exposed in the course of their projects. Likewise, students, or members of the student's immediate family, may not directly or indirectly speculate in materials, equipment, supplies, or property to be purchased by GWU or other firms or organizations based upon information gained in the performance of the student's studies and not available to the general public.

Similarly, speculation in materials, equipment, supplies, or property to be purchased by the university or other firms or organizations based upon information gained in the performance of the student's studies and not available to the general public may be unethical or illegal.

Students deal with all manner of copyrighted materials, including software, and must refrain from making unauthorized copies. Drug and substance abuse is a potential problem, as is sexual harassment. Transfer of some of the technologies to be used by students may be subject to export controls under the International Traffic in Arms Regulation (ITAR) and prohibited.

All of these potential problems may expose the student to criminal and/or civil sanctions. Moreover, they may result in the institutions and the teachers and professors who taught the student the skills, and perhaps provided the tools, used in the abuses to liability.

Contributory Negligence

One argument that may be useful in defending against claims of liability for student abuses is that of contributory negligence. Most negligence cases are based on the theory that liability lies entirely with the defendant. However, in some situations, the plaintiff’s acts or omissions can also contribute to the injury, and so some liability may lie with the plaintiff. In early case law, any contribution to the injury by acts or omissions of the plaintiff freed the defendant from all liability. Modern legal theory tries to apportion responsibility among those who negligently contribute to the injury. In information assurance cases, the argument would be, “But for the plaintiff’s negligence in implementing effective information assurance policies, practices, procedures and technologies, the student would have been unable to cause the injury received; therefore the defendant should not be liable.”

Teacher Liability Protection Legislation

There has been attention at both the federal and State levels for legislation to protect educators from liability for negligence. The American Tort Reform Association reports survey of the teaching profession results showing that:

· 65 percent of those responding noticed a difference in general in the

kinds of school-related programs offered because of liability concerns

and costs;

· 20 percent of those responding reported spending 5-10 hours per week in

meetings or documenting events in efforts to avoid litigation. Six

percent of that number at 10-20 hours per week;

· 25 percent of those responding had lawsuits or out-of-court settlements

in the last two years; and

· 57 percent of those responding reported that the suits affected school-

related programs for students or teachers, among other findings.

To address these problems, Congress passed the Teacher Liability Protection Act as part of President George W. Bush’s education reform plan. The Act

· Prohibits the award of non-economic damages against teachers in excess

       of teachers' proportion of fault;

· Limits the availability of punitive damages against teachers by

       requiring clear and convincing evidence of willful or criminal

       misconduct, or a conscious, flagrant indifference to the rights or

       safety of the individual harmed; and

· Protects teachers from lawsuits for most acts committed in compliance

       with the law or school rules, such as enforcing discipline, grading

       students, or promoting school safety.

This law arguably preempts prior legislation passed by the States. Its protection extends to teachers in kindergarten, public or private elementary and secondary schools, and home schools, but not to colleges and universities.

Sovereign Immunity

The doctrine of sovereign immunity shields governmental entities from some liability for negligence, at least absent egregious circumstances. The United States Supreme Court has ruled that in cases of patent and trademark infringement, a State agency is immune from infringement damages in federal court.
 In an unrelated case, the Court held that allowing cases against Sates to proceed in State courts is not a way of getting around this immunity.
 These cases indicate that a State university may be protected by the doctrine of sovereign immunity. 

These cases do not provide a completely secure safety blanket for State universities, and do not offer any protection for private universities. The rulings leave open some possible objections and dissenting Justices believe that some types of cases (e.g. copyright violations) can be pursued, even if these types (patent and trademark) cannot. Thus sovereign immunity offers uncertain protection for information assurance abuses.
 

Strategies for Risk Abatement

One strategy for abating risk is the purchase of insurance. Both universities and individual teachers or professors may need to carry insurance that protects them in the event of a lawsuit. Such policies should be carefully reviewed to ensure that they cover the acts or omissions associated with information assurance and that they have adequate coverage ceilings. Because the scale of damages to information assets and systems can be very large, ensuring adequate coverage is especially important.

A second strategy for avoiding legal liability involves the creation and implementation of policies, practices and procedures. To provide effective protection, policies must be crafted, promulgated and enforced. It is not sufficient to have a policy; those to whom it applies – students in this instance – must be informed of its existence and contents. It is best to have the student sign a statement that they have been informed of the policy and have read and understood the policy, so that in subsequent disagreements as to whether the student was informed, the signed statement can be produced as evidence.

It is also necessary to enforce the policy, as a policy that is not enforced is effectively no policy at all. This means that a process and its enabling technologies must be put in place to detect if the policy is being violated, and sanctions must be used against those who commit the violations. Detection processes may take a variety of forms. Auditing and monitoring the use of the institution’s systems and networks, already necessary as part of the institution’s overall information assurance processes, can detect student abuses. Spot audits of the computers used by students can detect unlicensed software. Strict control of xerographic resources can help detect copyright infringement. Use of services like turnitin.com or plagiserve.com can detect plagiarism and copyright infringement. And, of course, service of process and monitoring of police and court reports can detect the aftermath of criminal activities or civil complaints. Sanctions by the institution, over and above those assessed by civil and criminal litigation, can range from failure of projects or courses to expulsion from the institution.

Because of the potential seriousness of ethical and legal violations using the tools and techniques we provide students of information assurance, a zero-tolerance policy is warranted. Failure to behave in accordance with this policy should result in immediate dismissal from the IA Program and not receiving a Certificate or a degree with a concentration in information security management. No second chances should be allowed. In recognition of the sensitive nature of the subject matter with which students are entrusted in information assurance programs, this policy is harsher than the usual standards of academic integrity to which all students are subject.

At the George Washington University in Washington, D.C., we have used such a policy and associated detection processes and sanctions for several years. Unfortunately, several students have been expelled from our IA Program for violations of the policy, mostly for plagiarism. Having to enforce such a policy is an unpleasant duty, but necessary for the sake of potential victims of abuses and to protect the University and professors from possible legal liability for abuses by the students we teach dangerous skills.

The George Washington University Code of Conduct for the Information Security Management Program follows:
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Department of Engineering Management and Systems Engineering

Graduate Program in Information Security Management

Code of Conduct

Welcome to the Program!

This marks the beginning of your journey through the classes that make up The George Washington University’s Program in Information Security Management.  During the coming months, you will learn how to manage the security of systems and networks and the professionals that operate them. You will be taught by experts who actually practice information security in their day-to-day careers and then come to class to share their knowledge of this important, complex field. You will research the state of the art in security technology, and to explore best practices in policies, practices and procedures used to create balanced, cost-effective security programs for IT infrastructures.  When you have completed the program, you will understand the processes and technologies that make information security possible, and the failures and vulnerabilities that hackers, crackers, spies and thieves use to attack information assets and systems.

This knowledge engenders a great deal of responsibility that we at GWU take very seriously, and which we expect our students to take equally seriously.  This document outlines those responsibilities and expectations.

Academic Standards

This is a graduate program. Students are assumed to have learned how to prepare academic papers in their earlier studies, including how to reference works used in preparation of their papers and presentations. 

Projects must conform to standard academic format as specified in A Manual For Writers of Term Papers, Theses, and Dissertations by Kate L. Turabian, Sixth Edition. ISBN 0-226-81627-3. Points will be subtracted for format errors. Points will also be subtracted for spelling and grammatical errors.  Use of proper grammar and correct spelling ensures that your points will be both understood and correctly interpreted by all readers, and excellence in communications skills are important for success in your career after obtaining your Certificate.

If you use or refer to other people's work, including electronically published data or documents, please be sure to cite the reference correctly and completely. Plagiarism in any form will not be tolerated. Please check your work carefully.  Turabian contains complete guidance on how to correctly reference all forms of material.

Code of Conduct

Certificate students are trusted with access to the practices, procedures and technologies used to attack and protect valuable information assets and systems.  This trust requires an uncompromising commitment to satisfying the highest moral and ethical standards.  Adherence to all laws, rules and regulations applicable to the field and practice of information security is critical.  Maintaining The George Washington University’s unique position in the field of information security education, however, requires more than simple obedience to the law.  Our faculty, as well as those who employ our graduates, expects that professionals trained by GWU will demonstrate sound ethics, honesty and fairness in providing security products and services.

This code of conduct sets forth basic standards to guide the behavior of students enrolled in the Information Security Management Program.  It attempts to provide comprehensive guidance with regard to dealings under the law with the University, on behalf of the University, with fellow students and on the student’s own behalf.  GWU expects each student to assume a sense of personal responsibility for assuring the compliance of his or her own behavior and those of their fellow students. The Code of Conduct represents a “zero tolerance” policy. Failure to behave in accordance with this policy will result in dismissal from the Program and not receiving GWU’s Certificate in Information Security Management or a degree with a concentration in information security management. No second chances are allowed. In recognition of the sensitive nature of the subject matter with which students are entrusted, this policy is stricter than the usual standards of academic integrity to which all students are subject.

GWU understands that this code must be flexible enough to deal with hundreds of different daily activities in addition to future academic and business issues.  Toward that end, GWU expects each student to use sound judgment in the performance of his/her studies.  Sound judgment means, among other things, that the student should consider whether his/her conduct would be viewed with approval by family, friends, colleagues and the community at large were the activity to be disclosed. Students should read this code carefully, and then execute the attached form to certify that they have done so and to acknowledge a commitment to follow its terms.  

Policy

GWU's policy is to provide outstanding education in information security and to teach students how to provide excellent service to their employers and clients in an honorable manner.  Following the guidelines set forth in this code of conduct and the application of sound judgment will ensure the success of our mission and the continuing prosperity of the University and its programs. New students will read this Code of Conduct and sign the attached Student Certification and Agreement. The Student Certification and Agreement will be retained by GWU for a period of not less than five (5) years following the student’s graduation or otherwise leaving the Program.
Ethical behavior, compliance with laws and regulations, and due diligence

GWU students are responsible for behaving according to the highest standards of ethical conduct, for conducting themselves in conformance with all laws of the United States and other jurisdictions in which they may find themselves, and for exercising due diligence in the conduct of the studies and projects that comprise their education. The highest ethical standards are essential to the success of GWU's Program in Information Security Management Program.  In addition, having high ethics values in the Program creates an environment of trust, consideration for colleagues, and a sense of responsible behavior that enhances GWU's academic environment and the value of the Program.

Students should be aware that they may be held personally liable for any improper or illegal acts committed during the course of their education, and that "ignorance of the law" is not a defense.  Students may be subject to civil penalties, such as fines, or regulatory sanctions, including suspension or expulsion.  Potential penalties for illegal acts under federal sentencing guidelines are severe and may include imprisonment and substantial monetary fines.  Existing federal and state laws, as well as the laws of foreign jurisdictions, may impose civil money penalties, permit the issuance of cease and desist orders, or have other consequences.  

Students who are uncertain about the laws of a particular jurisdiction or whether certain acts or practices comply with the law should contact their professor or Professors Daniel or Julie Ryan.  Students who become aware of any violations of the law or questionable practices by a fellow student should also contact their professor or Professors Daniel or Julie Ryan immediately.  Disclosure of questionable or improper conduct to faculty members who can take appropriate action is critical to GWU's success.  All such communications will be investigated fully.  Moreover, retribution against students who report ethics complaints or student misconduct will not be tolerated and is itself a violation of GWU's ethical standards.

General responsibilities for all Certificate students

All students enrolled in the Information Security Management Program are expected to conduct their activities in a manner that satisfies the highest of ethical standards.  Each student must:

· Conduct activities in accordance with high ethical and moral standards

· Conduct all activities in accordance with the academic integrity standards posted on the GWU web site

· Be aware of, and abide by, the laws of the United States, the individual States, foreign countries and other jurisdictions in which the student may conduct studies, projects, research or other activities

· Adhere to the spirit of the law as well as its substance

· Always act with personal integrity based on principles of sound judgment

· Neither condone nor ignore any illegal or unethical acts for any reason

Faculty Responsibilities

Each faculty member is responsible for assuring that every student under his/her direction is familiar with this code of conduct and understands its importance to GWU's success.  

GWU's responsibilities

GWU is responsible for insuring that all students enrolled in the Information Security Management Program are aware of and understand this code of conduct.  GWU is responsible for creating an educational environment in which this Code of Conduct may be successfully implemented.  GWU will ensure that all students receive, as part of the Program, education, training and awareness regarding ethical issues, policies, practices and procedures, and will insure the availability of support and guidance to any student who seeks them.

Confidentiality of information

Successful relationships with our students and the firms that sponsor them are founded on trust in GWU's commitment to maintain the confidentiality of information entrusted to the University through our students.  Students enrolled in the Information Security Management Program are frequently required to deal with sensitive information. Every student must exercise care in handling confidential information concerning the University and its programs, sponsoring firms, or other organizations with which he or she comes into contact in the course of academic activities.  Handling sensitive information in a highly professional manner promotes our reputation for integrity, thereby enhancing relationships with the University, sponsors and other organizations.  Every student is expected to be familiar with and to comply with the policies, practices, procedures and standards of care contained in this Code of Conduct as well as the Academic Integrity policies of the University.

As a general rule, students should exercise the utmost care with confidential information in order to avoid violations of legal or ethical constraints.  When in doubt, students should assume that information is confidential and therefore subject to this high standard of care.

Students must particularly exercise caution when discussing sensitive information outside the classroom.  For example, special care should be taken in elevators, when speaking on cellular telephones, with facsimile transmissions, while at social gatherings and in other public places to insure that casual conversation or inadvertent displays of written material do not lead to the disclosure of such information.  Within GWU, students should be cautious in conversations to avoid any dissemination of nonpublic information to people who do not have a "need to know."  

Trading on insider information

Students enrolled in the Information Security Management Program who are assigned to deal directly with outside firms and organizations in the course of projects will occasionally be exposed to proprietary or confidential information that could be used in developing or applying investment strategies.  Students are cautioned not to engage in securities trading that might result in the appearance of impropriety. Students are strictly prohibited from trading stocks, bonds or other securities on the basis of material nonpublic information to which they are exposed in the course of their projects. Likewise, students, or members of the student's immediate family, may not directly or indirectly speculate in materials, equipment, supplies, or property to be purchased by GWU or other firms or organizations based upon information gained in the performance of the student's studies and not available to the general public.

Copyrighted or licensed materials

It is both illegal and unethical to engage in practices that violate copyright laws or licensing arrangements.  All Certificate students must respect the rights conferred by such laws and arrangements and refrain from making unauthorized copies of protected materials, including articles, documents and computer software.

Proprietary information

Students enrolled in the Information Security Management Program who have access to proprietary information owned by the University or organizations with which the student comes into contact in the course of studies or projects shall refrain from disclosing any such information, directly or indirectly, or using it for any purpose except as required in the course of their studies.  Students will not be assigned to engagements or other tasks where they might be required to use or disclose trade secrets belonging to their employers.  Students should not bring to class or group activities any information from their place of employment that might be considered proprietary or any proprietary items that may have been purchased or produced in the performance of the student’s employment.  For students graduating or otherwise leaving the Program, the obligation to preserve the confidentiality of proprietary information acquired in the course of their studies does not end upon termination of their studies at GWU.  The obligation continues indefinitely until GWU or the individual or organization that owns the proprietary information authorizes disclosure, or until the proprietary information legally enters a public domain.  

Drug and substance abuse

Students enrolled in the Information Security Management Program must refrain from the use of illicit drugs or the abuse of intoxicating substances.  Such practices are contrary to good physical and mental health, inhibit successful performance, and endanger the protection of proprietary information.  Students found to have used or abused illicit drugs or intoxicating substances will be subject to disciplinary action up to and including expulsion from the Program.

Sexual harassment

Sexual harassment of students by the University, its students, or faculty is unacceptable and will not be tolerated.  Violation of this policy may result in disciplinary actions up to and including expulsion from the Program.  Any incidence of sexual harassment or discrimination in any form should be reported to the appropriate faculty member or Professors Daniel or Julie Ryan.

Relationships with the Media

No student enrolled in the Information Security Management Program is authorized to make any statement or to give any information about GWU or its programs to the media without prior permission of Professors Daniel or Julie Ryan.  This policy is not intended to restrict communications or free speech but to ensure adequate and appropriate coordination of releases of information about the Program by a student who, by virtue of his or her position, may be deemed to be speaking on behalf of the Program.

Transfer of technology to foreign nationals

Disclosure of regulated technology, as defined in the International Traffic in Arms Regulation (ITAR), to foreign nationals may be considered an export disclosure under the ITAR and subject to U. S. Government licensing.  It is the responsibility of GWU students and faculty working with foreign nationals to follow procedures necessary to ensure that there is no transfer of technical information, data, or technology beyond that which is authorized by the ITAR or for which a license has been duly issued by the appropriate department of the U. S. Government.

Use of computer systems and networks

GWU supplies its students with access to University-owned computer systems and networks for their use in accomplishing the studies and projects to which they have been assigned by the Program.  The GWU computers, software, telecommunications networks, and electronic mail systems are to be used only for official GWU studies.  Non-GWU-owned electronics, software, equipment or computers are not to be introduced into, placed upon or connected to GWU computers, systems or networks without the prior written permission of the University.  Electronic mail accounts provided to students by GWU are intended for exchanges related to their academic endeavors, not for personal communication or other inappropriate activities.  Access to the Internet and the World Wide Web provided to students by GWU is intended for academic research only, not for personal access, downloading, uploading, or other inappropriate activities.  GWU reserves the right to audit and monitor the use of computers, systems, networks, electronic mail accounts, and access to the Internet or the World Wide Web without notice to ensure proper usage.

Accessing computers or networks

Students enrolled in the Information Security Management Program must have proper authorization and follow specified procedures in accessing computers and computing networks whether the computers or networks are owned by GWU or by a third party. Students who exceed their authorized access or misuse access privileges will be subject to disciplinary action up to and including expulsion from the Program.

Summary

It is imperative that GWU and its students conduct the University’s academic activities in accordance with the highest possible ethical and legal standards.  Every student is responsible for ensuring that his or her personal conduct is above reproach.  Violations of the standards described in this Code of Conduct should be made known immediately to the appropriate faculty member(s) or to Professors Daniel or Julie Ryan.  GWU takes these ethical obligations very seriously. Violations will not be tolerated and will result in disciplinary action appropriate to the violation.


Daniel J. Ryan



danryan@danjryan.com





Julie J. C. H. Ryan


jjchryan@seas.gwu.edu
Student Certification and Agreement

I, __________________________________________, hereby certify that I have been given a copy of and have read and understand the Code of Conduct of the GWU Program in Information Security Management, and I agree that I will act at all times in accordance with that code. I understand that GWU takes its ethical obligations very seriously and violations will not be tolerated. I fully understand that GWU and its students must conduct the Program’s activities in accordance with the highest possible ethical and legal standards.  I know that I am responsible for ensuring that my personal conduct is above reproach.  As a condition of studying in the Information Security Management Program at GWU, I agree that violations of the standards described in the Code of Conduct shall be made known immediately to my appropriate faculty member(s) and to Professors Daniel or Julie Ryan, and that violations will result in dismissal from the Program and failure to receive the Certificate or a degree with a concentration in information security management. I understand that this is a zero tolerance policy and that no second chances are given.

I agree to take all reasonable precautions to assure that sensitive University or faculty information, or information that has been entrusted to my fellow students or me by third parties (such as the students’ employers), will not be disclosed to unauthorized persons.  I understand that I am not authorized to use sensitive information for my own purposes, nor am I at liberty to provide this information to third parties without the express written consent of the faculty or the person who is the designated information owner or custodian.

I also understand specifically that GWU provides computer systems and networks for my use in academic studies and that I am not permitted to use those computer systems and networks for personal business or for any activities not related to my academic studies. I understand that GWU audits and monitors the use of those computer systems and networks and that I have no right to privacy or expectation of privacy when I use computer systems and networks provided to me by GWU.





__________________________________________






Signature






__________________________________________






Printed Name






____________________        __________________






Student Number

Date
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